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Coalition 
Control
Coalition Control is the online account home 
for all Coalition insurance policyholders 
and it comes with enterprise-grade 
cybersecurity features to manage and 
lower risk. A powerful, limited version is 
also available for free to any organization at 
control.coalitioninc.com  

Attack Surface Monitoring (ASM)
Maintain security hygiene with continuous attack 

surface monitoring for all public IT assets in  

your organization.

Personalized Security Recommendations
Get detailed security recommendations for  

every identified risk to enable rapid remediation  

of vulnerabilities.

Security + IT Collaboration
Invite technical team members to view security 

information and receive alerts for your organization.

Third-Party Risk Management
Monitor suppliers and vendors for risks on  

their attack surfaces that may pose a threat to  

your organization.

Security Notifications
Get dashboard and email notifications of all critical 

vulnerabilities discovered on your organization’s 

attack surface.

Cybersecurity Partner Savings
Save on vetted cybersecurity solutions from Coalition’s 

partners for a true defense-in-depth security strategy.*

*Exclusive to Coalition policyholders.

http://www.coalitioninc.com
http://www.coalitioninc.com
http://www.twitter.com/solvecyberrisk
mailto:info%40coalitioninc.com?subject=
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Business Leader
•	 Gain additional visibility into your infrastructure 

and attack surface

•	 Invite internal and external members of your 
security and/or IT teams to use ASM and to follow 
security recommendations

•	 See your risk easily with intuitive graphs and data 
visualizations

Security User
•	 Monitor your attack surface with deep scans of 

all IP addresses, domains, assets, and ports

•	 Get alerts on newly-discovered vulnerabilities, 
including on specific zero-day threats as 
recommended by Coalition’s threat analysts

•	 Get specific remediation recommendations 
based on vulnerabilities found on your 
organization’s attack surface

Risk Professional
•	 Exclusive savings from leading cybersecurity vendors 

including SentinelOne, Okta, and Malwarebytes

•	 Get ongoing monitoring for lower risk and less 
likelihood of loss to your organization

•	 Monitor third parties beyond your own attack  
surface to identify supply chain risks before they 
become threats

•	 Find your organization’s credentials that are exposed 
on the dark web 

•	 Track security hygiene over time with data 
visualizations and tables

IT User
•	 See the correlation between security 

vulnerabilities and their exact location(s) on 
your infrastructure for rapid remediation

•	 Use easy-to-follow recommendations that are 
specific to your organization’s attack surface 
to remediate and lower risk

Active monitoring and personalized 
alerts to keep your business safe

Whether you are a business leader, a risk professional, or technical user, Coalition Control 
helps you improve or maintain good security posture across your entire organization.

http://www.coalitioninc.com
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FREE ASM BUSINESS+
$999/mo 

(FREE w/ policy!)

DESCRIPTION

Coalition Risk Assessment
Get a comprehensive, downloadable report updated with 
each scan.

Assets
Get a full list of public internet facing assets associated 
with your company.

Technologies
See what technologies are running on discovered assets 
(e.g. vendors, services, and applications).

Vulnerabilities
Get a full list of security risks and vulnerabilities 
(including Common Vulnerabilities & Exposures (CVE)) 
associated with your assets.

Data Breaches
See if your company employees have had their credentials 
or information exposed in a public data breach.

Torrents
Identify torrents that have been downloaded to your 
network that may be potential malware vectors.

Honeypots
Discover if an asset has been compromised and being 
used for threat actor activity.

Lookalikes
See if your brand is being encroached on or if similar 
domains could be impersonating yours.

Keywords
Search keywords on open fileshares, databases or paste 
bins. Find out if any sensitive company information has 
been shared on the web.

API Access Get access to the API for custom implementations.

My Company Frequency 1x / 3 mos.
Mulitple  

scans / mo.
How often Coalition scans your assets for changes and 
new vulnerabilities.

My Company Ports 250 65,535
Scans of every available port on your public 
infrastructure.

Notifications
Web, Email, API 
(coming soon)

How you receive new notifications for discoveries and 
alerts.

Technical Features Attack surface monitoring (ASM) is built into Coalition Control. The 
BUSINESS+ features are included with any Coalition insurance policy 
and include increased scan depth and frequency, and additional third-
party risk monitors.
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IDENTITY & ACCESS MANAGEMENT

Okta is the leading independent identity provider. 
The Okta Identity Cloud enables organizations 
to securely connect the right people to the right 
technologies at the right time. 

ENDPOINT DETECTION & RESPONSE

Malwarebytes endpoint detection and response 
detects and thoroughly isolates malware threats, 
provides a 72-hour ransomware rollback capabilities, 
and thoroughly remediates any damage.

SECURITY TRAINING

Curricula’s security awareness program delivers 
a series of short episodes throughout the year to 
train your employees how to defend against today’s 
most common security threats. This includes 
episodes on topics including phishing, passwords, 
ransomware, social engineering, and more.

GOVERNANCE, RISK & COMPLIANCE

Reciprocity simplifies audit and compliance 
management with complete views of control 
environments, easy access to information necessary 
for program evaluation, and continual compliance 
monitoring to address critical tasks at any time.

ENDPOINT DETECTION & RESPONSE

SentinelOne Singularity, which is a combination 
of endpoint protection and endpoint detection and 
response, provides next-gen prevention and EDR 
capabilities in a single Sentinel agent to achieve 
autonomous protection at machine speed.

REMOTE ACCESS CONTROL

Twingate is a remote access security solution that 
enables organizations to rapidly implement a modern 
“identity-first” zero trust network. More secure and 
maintainable than VPNs, Twingate’s simplicity makes 
it a great solution for businesses of all sizes. 

PENETRATION TESTING

HackerOne Response establishes a vulnerability 
disclosure policy (VDP) by creating the workflows, 
documentation, and communications channels to 
engage the ethical hacking community in ongoing bug 
bounty and penetration testing of your organization.

EMAIL SECURITY

With support for Microsoft 365, Exchange, and Google 
Workspace, Armorblox stops targeted email attacks 
like BEC, spear phishing, CEO and vendor fraud, 
credential phishing, extortion, and other threats that 
get past native email security to steal money and data.

Security Partners Coalition insurance policyholders receive exclusive savings on leading 
cybersecurity solutions from vetted companies offering world-class 
technology. Whether your organization needs to secure identities, 
email accounts, or endpoints, Coalition’s cybersecurity partners make 
it easy to adopt a defense-in-depth security strategy both quickly and 
confidently. Sign up directly for these offers inside Coalition Control.
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Active monitoring and alerts
Coalition Control offers enterprise-grade alerting and monitoring, 
free to all Coalition policyholders.

Active response during security incidents 
Coalition is the only cyber insurance team provider with dedicated, 
in-house support, incident response, and cyber claims teams

Comprehensive insurance to help you recover quickly 
Coalition’s comprehensive insurance policy will help your 
organization recover financially and operationally so you can get 
back to business.

Please read your bound policy for all purchased coverages, terms, and conditions.

•	 Attack Surface Monitoring 
Get attack surface monitoring, alerting, and personalized security 
recommendations across all of your organization’s domains.

•	 Third-Party Risk Management 
Put third-party vendors, suppliers, and partners on your Watchlist 
monitoring and receive alerts on their critical vulnerabilities.

•	 Security Savings 
Save on leading cybersecurity solutions from SentinelOne, Okta, 
Malwarebytes, Curricula, and more.

•	 Security Support Center 
Our Security Support Center is available to help policyholders 
understand their cyber vulnerabilities and remediation options when 
responding to critical alerts.

•	 Coalition Incident Response (CIR) Team 
Our in-house staff of incident responders, forensic specialists, and 
security engineers respond in minutes, not days, to help you recover 
from network intrusions, ransomware, and business interruptions.

•	 Coalition Claims 
Our expert claims team includes privacy attorneys & breach coaches 
who can help you navigate the recovery process — including clawing 
back lost funds, managing vendors and law enforcement, and ensuring 
your claim is paid quickly.

•	 Protect the value of your entire business 
We don’t just protect your network, our insurance policy protects your 
entire business with coverage for financial losses and liability arising 
from cyber incidents, technology failures, and privacy violations.

•	 Insurance you can depend on 
Coalition’s insurance products are offered with the financial security of 
many of the world’s leading (re)insurers including Swiss Re Corporate 
Solutions, Arch Insurance, and Lloyd’s of London, among others.
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Active support before, during, 
and after security incidents

SECURITY SUPPORT CENTER

COALITION INCIDENT RESPONSE

COALITION CLAIMS
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